SAFE . 'SECURE

For distributors, theft is a reallty of doing business, but taking the
right precautions can create effective deterrents and prevent loss.

BY DEREK SMITH, EDITOR

tisa sad fact of doing business, but chances are

someone has stolen from your company. [t may have been
an isolated instance, it may be widespread and ongoing, but
statistically, it has happened.

The cost can be steep, and in instances of white-collar ¢rimes
such as embezzlement, devastating. The way vou protect your-
self from loss and deter theft from happening can be essential Lo
remaining profitable, if not staying in business altogether,

In the parts distribution business, the main threat of theft typi-
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cally is from internal sources,

cither one or more employees com-

mitting the crime or working with an outside

source to facilitate a crime. Distributors have
fallen victim to both white and blue collar theft. Some have been
embwezzled for tens of thousands of dollars or more, others are just a
few seals or bearings short at the end of the month,

The incidences range from sophisticated, well-planned thefts of
high dollar items, to an emplovee slipping out with a part hidden



on them for the thrill of it, to a techm-
cian who breaks a part during installa-
tion and takes a replacement to cover up
the accident.

Or it may not be a physical loss atall, It
may be someone in accounting paying per-
sonal bills from the company ull, a trusted
CFO skimming profits or someone doing
business with a vendor because it benefits
him personally rather than the company.

If all of that sounds like paranoia, experts
say it is more common than you think.

Most every company, especially retail
businesses, account [or inventory shrink-
age as part of their normal operations.
The amount of product a business will
lose through theft usually is built right
into the bottom line.

“It is quite broad and pervasive,” says [ ee
Schwartz, principal of the Schwartz Profit-
ability Group, a Los Angeles-hased manage-
ment consulting practice. “You have two
different situations happening. You have the
people in the warehouse who are one area
of concern, and you also have the people
up in the front ofhces and what they do
is different, but it still ends up being theft.
Sometimes it's the most trusted people in
the organization who are the most inclined
to be involved because of that trust.”

Security and retail experts refer to the
10-80-10 rule.

“The 10-80-10 rule basically says that 10
percent of your employees will never steal
from you due to religious conviction, moral
character, that sort of thing,” says Daryl
Allegree, risk engineering regional manager
for Zurich North America Commercial,
“Ten percent of your employees always are
going to steal from you, for the same exact
reasons, | guess. And there's the 80 percent
in the middle who will steal from you
given the right opportunity, motivation or
justification.”

One thing all theft bas in common is it
takes place because it can.

There are four main areas in which
distributors can improve their chances of pre-
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venting thefi: technology, warchouse layout,

hiring procedures and management practices.

While none of these are foolproof, secu-
rity experts say business owners should pay
attention to each area to ensure they create
deterrents to theft and the proper recourse
should it occur. “All four of these areas have
to be working in unison to prevent loss,”
says Patty Kotze, president of Diversified
Risk Management Inc., a private investiga-

tion firm.

SECURITY TECHNOLOGIES

Not a great deal has changed in the basic
ways theft is deterred or investigated. You
can monitor personnel and procedures and
vou can control access to things of value.

For high-value products, keep them in
a more secure location, such as a separate
caged area that can only be accessed by au-
thorized employees, The cage can be secured
with a simple lock and key, or through more
high-tech means such as a scanner that
reads barcodes on an emplovee's [D badge
or a coded keypad. The advantage of these
more high-tech systems is they typically
keep a log of who accesses the secure point
and when, information that can be valuable
when investigating a loss,

“You might have some high-dollar items
that are relatively moderate movers, so they
are picked with reasonable or even high
regularity, and we would put those in some-
thing like vertical or horizontal carousels,
and those might even be in a security cage,”
says Chris Doyle, director of Marketing and
Business Development for Cisco-Eagle, a
Dallas-based materials and distribution
logistics consulting company.

Doyvie also recommends a technological
approach to the fultillment process that can
help prevent loss, As products are picked
and scanned, they are logged and the weight
and size associated with the items are
recorded. Before reaching the dock to ship,
the order's size and weight is verified,

“The order goes by a product verifica-
tion station where the tote hasan 1D on
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CRIMINAL MOTIVATION

AND METHODS

An act of stealing can range from subtle

anipulation of the books to a brazen and
sophisticated heist of merchandise.

The crimes vary as widely as the
motivation belind the person or persons
committing them.

"Sometimes the motivation is to help
ys Daryl Allegree,

themselves pay off bill

WINCE regional manager Ic jrch
North America Commercial, “At first they
intend 1o pay it back, but later it just keeps
snowballi and of hke gambling,
getin dee and deeper and then s hard to
pay it back, it's hard to

Other crir :
on monthly bills, they make a career out of
it. In either scenario, though, the econom
condition play arole, €

economic downturms.

15 W

While many examples of actual theft
from distributors and dealers were com
municated during the researching of this
article, following are a few anecdotes that
help show the vanety and scope. No attnbu
tion is provid h these examples as most
SOurces requested ananymity,

B Entire loadked trailers will tolen. Thieves

virtual
1t on eBay or Craigslist and was
selling the company’s property. Regarding
selhing st "You'd
be surpris < of
it, complete with identifying i
abotit the company, and they'll pu
pictures on the virtual store and aeate a
whole warehouse online.”
| A cleal

s off 10 trudks parked in its lot. Thieves

ship had the aluminum wheels

came in, jacked up the vehicles and stole
heels and tires, leaving the jack stands
behind
W An employee se
a certain vendor because the emplc
ceived free merchandise for
it was discovered, the emplc

but demanded to keep the merchandise

4 delivery truck veent missing. “Somebody

necded doors, g "0
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itand we've associated with that 11D what
should be in that container,” says Dovle, "At
the product verification station it looks at
the weight of that container and the size of
the container, and it's looked up in a table

and calculates that with packing material it
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should weigh this much and be this big, and
if it’s not, it will flag it

“If something took place between the
pick point to the ship point in that distri-
bution center, then this helps us pick up
those variations.”
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THE RIGHT PARTS

THE RIGHT PLACES

ARE YOU
WORKING
WITH
THE RIGHT

TOOLS?
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Another area to consider fencing 1s the
shipping and receiving doors. Richard
Beatty, Cisco-Fagle's market manager, says
folding-style security fences over bay doors
allows light in and air to circulate while still
Keeping the area secure,

Even trash and salvage areas should be
made secure through fencing. Employees
may put products in with the trash so they
can be fished out of dumpsters after hours,

Scrap areas also are prone to theft as
thieves will seck to turn the material over
for salvage before you have a chance to do
s0. Lyle Bass, owner of Power Train Service,
savs dumpster divers are an ongoing
problem, but it was even greater when scrap
prices were very high last year,

“Now we have all of our scrap bins
fenced in with barbed wire,” says Bass.
“Where we've had a continual probleny we
have added a video camera” Additionally,
he says, the more valuable scrap, such as
aluminum and brass, are locked in the facil-
ity until it is ready for pickup.

Facilities also should be equipped
with monitored security systems, prefer-
ably with cellular back up in case the
telephone line is cut.

Security cameras, both outside the facil-
ity and inside the warchouse, are a fairly
common technology used in distribution
operations. Sometimes the cameras are
functional, other times they are dummy
cameras that employees think are func-
tional but act as a deterrent only,

“[Video surveillance] is the best technol-
ogy right now,” says Allegree. “Having those
in the warchouse, entrances and exits, and
arcas where there are high value partsis a
good idea”

Functional video surveillance systems
have a wide range of features and cor-
responding price tags. Some things to
consider is the storage capacity needed for
the video, how will the footage be moni-
tored and can it be accessed remotely. You're
not going to assign or hire an emplovee to
sitand watch video surveillance all day, but



stored video can be recalled later for view-
ing if you know an approximate timeframe
during which the erime occurred.

Camera placement is also very
important,

“There’s a balance between the cost and
the coverage, and that's why you layout the

warchouse such that the items that are most

likely to be lifted or have the highest value

are in @ more secure area,” says Kolze,

WAREHOUSE LAYOUT
Most distributors take great care o arrange
racking and place inventory to make order
fulfillment as efficient as possible and opti-
mize overall logistics. Security also should
be a factor.

High-value, vasily concealed products
should be stored in areas that are the most

visible. They should be in clear view of oth-

er employees and the warehouse manager.
“If you have high-value items in arcas

that have high racking where you can't see

what is going on and there are no security

cameras around, that's just a recipe for

problems,” Schwartz says. " There’s a lot that

can be done in the way the warchouse is
laid out.”

Distributors also need to be aware of
where valuable inventory is stored. " You
don’t want to put high-dollar, liquid parts
near your shipping and receiving doors,
near your bathrooms or near your lunch-
room,” says Beatty.

It also is a recommended practice to

have a single point of entry and exit for em-

ployees, Bass says all warehouse employecs

come and go through a single door, as that

limits the points where product can escape,

HIRING PROCEDURES

Of course, the best way to prevent an employee

from stealing is to not have hired that em-
ployee in the first place, However it is pretty
difticult for a company to know and recruit
from that 10 percent who will never steal.
More practical is to perform due dili-
gence throughout the hiring process, and
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then to have the right policies in place after
someonc is hired,

“During the hiring process, do back-
ground investigations on employees, espe-
cially anybody who handles money,” says

Allegree. “Even for the warchouse employ-
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¢es, you should do some sort of ¢riminal
background check. It's just a good idea”
Additionally, most experts recommend
pre-employment drug screening and credit
checks, particularly for emplovees who will

be handling company linances.
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Kotze recommends using outside com-
panies that specialize in screening potential
emplovees, Laws differ from state to state
regarding what background information
is available about a person and how that

information can be used when making a

hiring deaision. She also recommencds using

a company that performs background checks
by physically going to the appropriate court-
houses and checking records, rather than
companies that use online databases that may
be six months behind in their records.
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Bass says his company uses an outside
agency to run criminal, drug and credit
checks. Additionally, they do drug testing
on an employee if he or she is involved in a
workplace accident. Why? It could indicate
a propensity for stealing. “If someone is us-
ing an illegal substance, depending on what
itis, it may be a habit they need to linance,”
he says.

Bass says they also are very deliberate
when interviewing potential emplovees,
They run through cthical scenarios and
hypotheticals, they watch body movement
and they look for eye contact.

"“It's not foolproof, it’s just something
we try,” he says, “Also, what we have done
for the past four or five years is go through
a temporary agency so when we hire them,
we hire them through the agency, even if
we found that employee ourselves. So the
first 90 days are on their [the agency's]
payroll and we can spot any problems in
that time”

And once the employees are hired, treat-
ing them well is an effective deterrent. An
employee who leels appreciated, respected
and fairly compensated will be less inclined
to victimize his employer,

“But there's always temptation,” savs Ko-
tze. "I hate to say, but there's always tempta-
tion, there's always theft of opportunity, and
it's really up to the individual what's going
to drive them to the point they're going
to steal. But if they're happy and if there's
good communication in the organization, if
management is doing their job and they're
getting along and things are being done
according to policy, the happier employee is
not only less likely to steal, but also to resign
and go work for a competitor.”

‘Taking a healthy, professional interest in
employee’s lives outside work is, in general,
a good way to show appreciation and build
loyalty between employees and managers,
It also plays a part in the security strategy
by providing an indication of who may be
more likely to commit theft,

“One also needs to consider the outside



forces that are pulling on employees,” says
Schwartz, " Understand what their home
situation is, what their financial situation is.
Otherwise, if you have somebody work-
ing for you who is relying on income from
a spouse and that disappears, that may
change their approach to things because
now theyv're struggling to make ends meet.

“There’s all these external influences that
at least need to be considered when deter-
mining who might be the person involved
in the thefts.”

MANAGEMENT PRACTICES
Solid inventory management practices make
good business sense in general, and they also
play an essential role in curbing theft.

Inventory counts should be current and
ongoing, Having a random inventory audit
once or twice a vear that employees do not
know of in advance is another recommend-
ed theft prevention policy.

Bass says they do daily cvele counts at
all nine of Power Train Service's facilities.
Cycle counting is doing an inventary count
of a subset of the entire inventory on an
ongoing basis,

“Evervone knows we cycle count and
when we come up short on something, we
miake it known," says Bass, *We

investigate the
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reason for the shortage: we don't just cor-
rect the books.”

They also make it known throughout
the company that they are aware of a
problem, whether it’s a discrepancy with
inventory or actual fraud is discovered,

“We try and make an example out of it,”
says Bass. "We bring in the police and every-
thing else. We have to indicate that we aren't
taking this lightly. Any theft, no matter what
it is, we make sure that our people know.
Everyone has to understand that their job
is in jeopardy if we go out of business or
people continue to steal from us. It's part of
our culture”

Having the proper checks and balances
are essential to deter and catch theft.
However, as with most small businesses,
distributors often take too much for
granted when it comes 10 security and
employee aversight,

“Small businesses are more prone 1o
embezzlement and internal theft than large
businesses,” says Allegree.

One of the reasons, he says, is small busi-
nesses have fewer checks and balances in
place. Individual employees have more re-

sponsibility and authority, where it is spread
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across more employees or a department at
larger companics,

For instance, “you shouldn't have the
same person in the accounting depart-
ment wha is receiving the money and also
distributing the money,” says Schwartz. “So
you have an accounts payable department
and you have an accounts receivable de-
partment and the two should be function-
ing independently and not be controlled by
the same person because that's where you
lose your checks and balances.”

Consulting a labor attorney to review
and implement theft prevention policies is
another recommended practice.

“We want to make sure all of our clients
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‘ Keeping inventory count
current and accurate is a
front-line defense against theft
and provides an early warning
system for when it happens.

are working with a labor attorney and have
what we refer to as an employee scarch
policy so that they can search their back-
packs or ask to search vehicles to see if there
is reasonable cause, whether in fact they

do have product on them or on company
property in their vehicle,” says Kotze,

Policies also should be in place for when
theft is discovered.

“If it's something that's happening at
that moment, call the police,” says Kotze,
“Butif it came in as a tip or it's in the num-
bers, depending on the company policy, |
would contact a labor attorney and get his
recommendation on how to proceed with
an investigation. If the person lies and says
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he didn't do it, then what are you going to
do? You nieed to have a plan in place on how
you are going to reply to that.”

Adds Schwartz, "Plus, you don’t know
the extent of it all, You might just have
discovered the tip of the iceberg.”

The first and most effective step in theft
prevention is acknowledging that it can, and
probably has, happened to your business,

“Management has o have a mindset that
it is possible for this to happen,” Schwartz
advises, “I've been around where you start
to see the first signs of it but because vou
believe in your employees so much, you'd
like to believe it’s not happening so you let
it go and let it slip by, Then another episode
comes up, and another episode comes up,
and all ol a sudden a lot has gone out the
door when the first signs were there but
management didn’t want to react to it be-
cause they didn't want to believe that their

employees could be stealing from them.” Bl
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